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European Security and Defence College (ESDC)
&

Maritime Cybersecurity Centre of Excellence at Constanta
Maritime University

‘Maritime Cybersecurity’

Maritime Cybersecurity in the European
Union Framework

(ESDC activity number: 23-24/PILOT/11)

DRAFT PROGRAMME
24 April - 25 April 2024 - Hybrid form

Course Venue:
Constanta

Course Director
Prof.Dr. Gabriel Raicu, MARCYSCOE at the Constanta Maritime University

European Security and Defence College (ESDC)
Coordinator for Cyber issues and for the Cyber ETEE Platform
Cyber Training Manager - National Expert
Mr. Giuseppe Zuffanti
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SECURITE ET DE DEFENSE

MARITIME
UNIVERSITY

Wednesday, 24 April 2024

8:30 - 9:00 Registration
Welcome address
e Prof. Dr. Gabrlel Ralcu, Vice-Rector for Research and Innovation,
9:00 - 10:00 Constanta Maritime University & President, Maritime
Cybersecurity Centre of Excellence, Romania
e Mr. Giuseppe Zuffanti, Coordinator for cyber issues and for the
Cyber ETEE Platform - National Expert, European Security and
Defence College (ESDC), Brussels
e Informal Tour-de-Table and group photo
10:00 - 11:20 Class 1: The Digital Ocean - Understanding Maritime Cybersecurity in the
EU Context
11:20-11:30 Coffee break
11:30 - 12:50 Clas? 2:. Cybersecurity Strategy, Regulatory Frameworks and Policy
Implications
12:50-13:00 Coffee break
13:00 - 14:30 Workshop 1: Cyber Threat Identification and Analysis
14:30 - 15:30 Lunch break
15:30 - 16:50 Class 3: Cybersecurity Technologies in Maritime Operations
16:50 - 17:00 Closing remarks Day 1
19:00 - 21:00 Social event: Course dinner
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Thursday, 25 April 2024

08:30 - 09:00 Registration

09:00 -10:30 Class 4: Emerging Threats and EU Responses in Maritime Cybersecurity

10:30 - 10:40 Coffee break

10:40-12:10 Class 5: Cybersecurity Best Practices and Case Studies

12:10-12:20 Coffee break

12:20-13:50 Workshop 2: Navigating a Simulated Maritime Cybersecurity Crisis

13:50 - 14:50 Lunch break

14:50 - 16:20 Class 6: Fostering Maritime Cybersecurity Cooperation

Certificate ceremony

e Prof. Dr. Gabriel Raicu, Vice-Rector for Research and Innovation,
16:20 - 16:40 Constanta Maritime University & President, Maritime Cybersecurity
Centre of Excellence, Romania

e Mr. Giuseppe Zuffanti, Coordinator for Cyber issues and for the
Cyber ETEE Platform - National Expert, European Security and
Defence College (ESDC), Brussels

16:40-17:00 Closing remarks - end of the course
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ESDC’ Course organiser:

Coordinator for Cyber issues and for the Cyber ETEE Platform
Cyber Training Manager - National Expert

Mr. Giuseppe Zuffanti
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